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Summary 

 

• Cyphershiled has created this pilot report for The Big Time 

Project, to discover issues, vulnerabilities, and gas inefficiencies in 

their source code, and to suggest possible remedial measures to 

mitigate the issues found, if any. We certify that our auditors have 

performed a thorough analysis of the source code for The Big 

Time Token, on the Binance Smart Chain Blockchain, to the best 

of their abilities, using a combination of automated and manual 

auditing techniques and tools.  

 

• The auditing process considers the following: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Project Summary 

 

 

• Project Name: The Big Time Project 



   
 

   
 

• Blockchain: Binance Smart Chain 

• Language: Solidity 

• Codebase: https://github.com/Blockchainxtech/kestas-

bigtimetoken/blob/main/contracts/BigtimeFlatten.sol  

• Contract File: Big Time Token. sol 

 

 

 

Token Summary 

 

 

• Token Name: The Big Time Token 

• Token Symbol: BIG 

• Blockchain: Binance Smart Chain 

• Token Standard: BEP-20 

• Total Supply: 1,000,000,000 BIG 

• Decimals: 

 

 

 

 

 

 

 

 

 

 

 

 

https://github.com/Blockchainxtech/kestas-bigtimetoken/blob/main/contracts/BigtimeFlatten.sol
https://github.com/Blockchainxtech/kestas-bigtimetoken/blob/main/contracts/BigtimeFlatten.sol


   
 

   
 

 

About The Big Time Project 

 

The Big Time Project is a unified ecosystem of DeFi projects, powered 

by the big time Token (BIG). Big Time’s primary motive is to create 

easier and affordable solutions for people to own sustainable houses and, 

additionally, create new earning operations for everyday users. 

 

 

Vulnerability Summary 

 

 

 

Vulnerabilit

y 

Total Pending Decline

d 

Acknowledg

ed 

Partiall

y 

Solved 

Resolved 

Critical 0 0 0 0 0 0 

Major 0 0 0 0 0 0 

Medium 0 0 0 0 0 0 

Minor 0 0 0  

 

 

 

 

 

Information

al 

3 3 0 0 0 0 

Discussion 0 0 0 0 0 0 

 

 

 

 

                                                                    

 



   
 

   
 

                                                                          Audit Results 

Vulnerability Category Notes Result 

Arbitrary Storage Write  

 
PASS 

Arbitrary Jump  

 
PASS 

Centralization of Control Contract owner can pause the 

contract 

FAIL 

Delegate Call to Untrusted Contract  

 
PASS 

Dependence on Predictable Variables  

 
PASS 

Deprecated Opcodes  

 
PASS 

Ether Thief  

 
PASS 

Exceptions  

 
PASS 

External Calls  

 
PASS 

Flash Loans  

 
PASS 

Integer Over/Underflow  

 
PASS 

Multiple Sends  

 
PASS 

Oracles  

 
PASS 

Suicide  

 
PASS 

State Change External Calls  

 
PASS 

Unchecked Retval  

 
PASS 

User Supplied Assertion  

 
PASS 

Critical Solidity Compiler  

 
PASS 

Overall Contract Safety  

 
PASS 



   
 

   
 

Pilot Findings & Recommendations: 

 

Vulnerability Level: Low 

 

 

1. Floating pragma solidity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



   
 

   
 

 

2. Remove the safemath library unused code. 

 

 
 

 

 

 



   
 

   
 

3. Token Recover function reentrancy guard. 

 

 

 
 

 

Disclaimer 

 

This report is subject to the terms and conditions (including without limitation, 

description of services, confidentiality, disclaimer, and limitation of liability) 

outlined in the Services Agreement, or the scope of services, and terms and 

conditions provided to you (“Customer” or the “Company”) in reference with the 

Agreement. This report provided in connection with the Services outlined in the 

Agreement shall be used by the Company only to the extent allowed under the 

terms and conditions outlined in the Agreement. This report may not be shared, 

revealed, referred to, or depended upon by any person for any purposes, nor may 

copies be supplied to any other person other than the Company, without 

Cyphershield’s prior written consent in each instance. 

  

This report is not, nor should be regarded, an “endorsement” or “disapproval” of 

any particular project or team. This report is not, nor should be considered, an 

indication of the economics or value of any “product” or “asset” produced by any 

team or project that contracts Cyphershield to conduct a security examination. This 

report does not provide any warranty or guarantee concerning the definitive bug-

free nature of the technology scrutinized, nor do they indicate the technologies 

proprietors, business, business model, or legal compliance. 

  

 



   
 

   
 

This report should not be used in any way to make decisions around investment or 

involvement with any particular project. This report in no way provides investment 

advice, nor should be leveraged as investment advice of any sort. This report 

describes an extensive assessing process intending to help our clients improve the 

quality of their code while lowering the high level of risk presented by 

cryptographic tokens and blockchain technology. 

  

Blockchain technology and cryptographic assets present a high level of ongoing 

risk. Cyphershield’s position is that each company and individual are responsible 

for their own due diligence and continuous security. Cyphershield’s purpose is to 

help lower the attack vectors and the high level of variance associated with 

employing new and consistently changing technologies, and in no way claims any 

assurance of security or functionality of the technology we agree to analyze. 

  

The assessment services provided by Cyphershield are subject to dependencies and 

are under continuing development. You agree that your access and/or use, 

including but not limited to any services, reports, and materials, will be at your sole 

risk on an as-is, where-is, and as-available basis. Cryptographic tokens are 

emergent technologies and carry with them high levels of technical risk and 

uncertainty. The assessment reports could contain false positives, false negatives, 

and other unforeseen results. The services may access, and depend upon, multiple 

layers of third parties. 

  

 

 

 

 

 

 

 

 



   
 

   
 

ALL SERVICES, THE LABELS, THE ASSESSMENT REPORT, WORK PRODUCT, OR 

OTHER MATERIALS, OR ANY PRODUCTS OR RESULTS OF THE USE THEREOF ARE 

PROVIDED “AS IS” AND “AS The Big Time Token Pilot Comments AVAILABLE” AND 

WITH ALL FAULTS AND DEFECTS WITHOUT WARRANTY OF ANY KIND. TO THE 

MAXIMUM EXTENT PERMITTED UNDER APPLICABLE LAW, CYPHERSHIELD 

HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, 

STATUTORY, OR OTHERWISE CONCERNING THE SERVICES, ASSESSMENT REPORT, 

OR OTHER MATERIALS. WITHOUT LIMITING THE FOREGOING, CYPHERSHIELD 

SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT, AND ALL 

WARRANTIES ARISING FROM THE COURSE OF DEALING, USAGE, OR TRADE 

PRACTICE. WITHOUT LIMITING THE FOREGOING, CYPHERSHIELD MAKES NO 

WARRANTY OF ANY KIND THAT THE SERVICES, THE LABELS, THE ASSESSMENT 

REPORT, WORK PRODUCT, OR OTHER MATERIALS, OR ANY PRODUCTS OR 

RESULTS OF THE USE THEREOF, WILL MEET THE CUSTOMER’S OR ANY OTHER 

PERSON’S REQUIREMENTS, ACHIEVE ANY INTENDED RESULT, BE COMPATIBLE OR 

WORK WITH ANY SOFTWARE, SYSTEM, OR OTHER SERVICES, OR BE SECURE, 

ACCURATE, COMPLETE, FREE OF HARMFUL CODE, OR ERROR-FREE. WITHOUT 

LIMITATION TO THE FOREGOING, CYPHERSHIELD PROVIDES NO WARRANTY OR 

UNDERTAKING, AND MAKES NO REPRESENTATION OF ANY KIND THAT THE 

SERVICE WILL MEET CUSTOMER’S REQUIREMENTS, ACHIEVE ANY INTENDED 

RESULTS, BE COMPATIBLE OR WORK WITH ANY OTHER SOFTWARE, 

APPLICATIONS, SYSTEMS, OR SERVICES, OPERATE WITHOUT INTERRUPTION, 

MEET ANY PERFORMANCE OR RELIABILITY STANDARDS OR BE ERROR-FREE OR 

THAT ANY ERRORS OR DEFECTS CAN OR WILL BE CORRECTED. 

  

WITHOUT LIMITING THE FOREGOING, NEITHER CYPHERSHIELD NOR ANY OF 

CYPHERSHIELD’S AGENTS MAKES ANY REPRESENTATION OR WARRANTY OF ANY 

KIND, EXPRESS OR IMPLIED AS TO THE ACCURACY, RELIABILITY, OR CURRENCY 

OF ANY INFORMATION OR CONTENT PROVIDED THROUGH THE SERVICE. 

CYPHERSHIELD WILL ASSUME NO LIABILITY OR RESPONSIBILITY FOR (I) ANY 

ERRORS, MISTAKES, OR INACCURACIES OF CONTENT AND MATERIALS OR ANY 

LOSS OR DAMAGE OF ANY KIND INCURRED AS A RESULT OF THE USE OF ANY 

CONTENT, OR (II) ANY PERSONAL INJURY OR PROPERTY DAMAGE, OF ANY 

NATURE WHATSOEVER, RESULTING FROM CUSTOMER’S ACCESS TO OR USE OF 

THE SERVICES, ASSESSMENT REPORT, OR OTHER MATERIALS. 

  

 

 

 



   
 

   
 

 

ALL THIRD-PARTY MATERIALS ARE PROVIDED “AS IS” AND ANY 

REPRESENTATION OR WARRANTY OF OR CONCERNING ANY THIRD-PARTY 

MATERIALS IS STRICTLY BETWEEN THE CUSTOMER AND THE THIRD-PARTY 

OWNER OR DISTRIBUTOR OF THE THIRD-PARTY MATERIALS. 

  

THE SERVICES, ASSESSMENT REPORT, AND ANY OTHER MATERIALS HEREUNDER 

ARE SOLELY PROVIDED TO THE CUSTOMER AND MAY NOT BE RELIED ON BY ANY 

OTHER PERSON OR FOR ANY PURPOSE NOT SPECIFICALLY IDENTIFIED IN THIS 

AGREEMENT, NOR MAY COPIES BE DELIVERED TO, ANY OTHER PERSON WITHOUT 

CYPHERSHIELD’S PRIOR WRITTEN CONSENT IN EACH INSTANCE. 

  

NO THIRD PARTY OR ANYONE ACTING ON BEHALF OF ANY THEREOF SHALL BE A 

THIRD PARTY OR OTHER BENEFICIARY OF SUCH SERVICES, ASSESSMENT REPORT, 

AND ANY ACCOMPANYING The Big Time Token Pilot Comments MATERIALS AND NO 

SUCH THIRD PARTY SHALL HAVE ANY RIGHTS OF CONTRIBUTION AGAINST 

CYPHERSHIELD CONCERNING SUCH SERVICES, ASSESSMENT REPORT, AND ANY 

ACCOMPANYING MATERIALS. 

  

THE REPRESENTATIONS AND WARRANTIES OF CYPHERSHIELD CONTAINED IN 

THIS AGREEMENT ARE SOLELY FOR THE BENEFIT OF THE CUSTOMER. 

ACCORDINGLY, NO THIRD PARTY OR ANYONE ACTING ON BEHALF OF ANY 

THEREOF SHALL BE A THIRD PARTY OR OTHER BENEFICIARY OF SUCH 

REPRESENTATIONS AND WARRANTIES AND NO SUCH THIRD PARTY SHALL HAVE 

ANY RIGHTS OF CONTRIBUTION AGAINST CYPHERSHIELD CONCERNING SUCH 

REPRESENTATIONS OR WARRANTIES OR ANY MATTER SUBJECT TO OR 

RESULTING IN INDEMNIFICATION UNDER THIS AGREEMENT OR OTHERWISE. 

  

FOR AVOIDANCE OF DOUBT, THE SERVICES, INCLUDING ANY ASSOCIATED 

ASSESSMENT REPORTS OR MATERIALS, SHALL NOT BE CONSIDERED OR RELIED 

UPON AS ANY FORM OF FINANCIAL, TAX, LEGAL, REGULATORY, OR OTHER 

ADVICE. 

 

 

 

 

 



   
 

   
 

 

 


